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Abstract—A digital microfluidic biochip (DMFB) is an emerging technology that enables miniaturized analysis systems for point-of-care

clinical diagnostics, DNA sequencing, and environmental monitoring. A DMFB reduces the rate of sample and reagent consumption,

and automates the analysis of assays. In this paper, we provide the first assessment of the security vulnerabilities of DMFBs. We

identify result-manipulation attacks on a DMFB that maliciously alter the assay outcomes. Two practical result-manipulation attacks are

shown on a DMFB platform performing enzymatic glucose assay on serum. In the first attack, the attacker adjusts the concentration of

the glucose sample and thereby modifies the final result. In the second attack, the attacker tampers with the calibration curve of the

assay operation. We then identify denial-of-service attacks, where the attacker can disrupt the assay operation by tampering either with

the droplet-routing algorithm or with the actuation sequence. We demonstrate these attacks using a digital microfluidic synthesis

simulator. The results show that the attacks are easy to implement and hard to detect. Therefore, this work highlights the need for

effective protections against malicious modifications in DMFBs.

Index Terms—Cyber physical digital microfludic biochip, security, Trojan, denial of service attack, tampering, DMFB, in-vitro, DMFB synthesis
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1 INTRODUCTION

MICROFLUIDICS technology has tremendous potential
to influence subject areas from biochemical synthe-

sis to information technology through the use of minia-
turized devices for biomolecular recognition [1]. The
early generation of these devices, referred to as continu-
ous-flow microfluidic biochips [2], [3], consist of micro-
fabricated channels, pumps, and valves which are perma-
nently etched in a silicon or a glass substrate. Since the
structure and the functionality of such devices are tightly
coupled, each system is only applicable to a narrow class
of applications, thus limiting the scalability and reconfi-
gurability of this technology.

In contrast, a digital microfluidic biochip (DMFB) is a
reconfigurable lab-on-a-chip technology that has achieved
remarkable success in enabling miniaturized analysis sys-
tems for several biochemical applications, such as point-of-
care clinical diagnostics [4], [5], DNA sequencing [6], and
environmental monitoring [7]. DMFB technology allows us
to manipulate multiple droplets of microliter to picoliter
volumes under program control on a patterned electrode
array. Benefits of miniaturization using DMFBs include
reduced reagent consumption and sample requirement
(which is critical in point-of-care setting), reduced analysis
time due to the increased reaction speed, human-interven-
tion-free control of droplets via design automation, and
low risk of contamination. These benefits make DMFB

technology an ideal alternative to conventional benchtop
biochemical procedures [8].

Over the past decade, many techniques have been devel-
oped to address various aspects of automated design and
optimization of DMFBs [9]. Methods for architectural-level
synthesis [10], module placement [11], and droplet rout-
ing [12], [13] have been proposed and they have been com-
bined to pave the way for Computer aided design (CAD)
flows for DMFBs [14]. With the help of these CAD tools,
DMFB users, including chemists, doctors, and clinicians,
can adapt more easily to this emerging technology. More-
over, designers can be freed from cumbersome and labor-
intensive work as they can concentrate more on meeting
design targets, enhancing DMFB yield and reliability, and
reducing manufacturing cost.

An equally important aspect of DMFB design is the inte-
gration of sensors, which is the cornerstone for the develop-
ment of physical-aware control systems [15]. The progress
of fluidic sample preparation and chemical reactions can be
monitored using integrated waveguides [16], capacitive sen-
sors [8], or CCD cameras [17]. The availability of sensor
readouts in order to dynamically reconfigure DMFB opera-
tions in real-time enables more robust assay execution on an
integrated microfluidic platform [18].

Despite the advantages offered by digital microfluidics
for clinical diagnosis, immunoassays and DNA sequencing,
there has been no study on the potential security implica-
tions of DMFBs. Recent cyberattacks have revealed the vul-
nerabilities of automated systems [19], [20], [21].

A fully automated DMFB is typically controlled by a com-
puter, which applies a set of control sequences on the input
pads of a DMFB. If an attacker gets control of the DMFB,
he can maliciously modify the assay operation to either
manipulate the assay outcome or can disrupt the assay
operation. The attacker could be a person whowants to jeop-
ardize another person’s health by manipulating his/her
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clinical diagnostic results. An organization can be adversar-
ial and can disrupt the products from a specific vendor.

In this paper, we assess the security vulnerabilities asso-
ciated with a DMFB platform. The key contributions of this
paper, especially beyond what is presented in its prelimi-
nary version [22], are as follows

1) We define the first comprehensive attack framework
and assess the security of a DMFB from all possible
malicious aspects that relate to a potential attacker.
The paper identifies strengths and weaknesses of an
attacker based on his role in the design, manufactur-
ing, and use of the DMFB.

2) We broadly identify all possible attack types, from
assay-outcome manipulation to functionally disrupt-
ing the DMFB. We describe the basic security vulner-
abilities for all these attacks.

3) We identify the challenges that arise from attacks in
the presence of error-correction and error-recovery
mechanisms in cyberphysical DMFBs. We show how
to overcome these challenges and develop attacks on
cyberphysical DMFBs with built-in error-recovery.

4) We demonstrate denial-of-service (DoS) attacks on a
DMFB to show how an attacker can disrupt assay
operations.

The remainder of the paper is organized as follows. Sec-
tion 2 describes the background of thework. Section 3 assesses
threats associated with DMFBs. Section 4 describes attacks on
enzymatic glucose assay. Section 5 details attacks on DMFBs
in the presence of built-in error-recovery mechanisms.

Section 6 demonstrates denial-of-service attacks on a DMFB.
Section 7 concludes the paper.

2 BACKGROUND

Fig. 1 shows the schematic of a typical DMFB that consists
of a two-dimensional electrode array, on-chip reservoirs,
and sensors. A basic cell in a DMFB consists of two parallel
plates (Fig. 1b). The electrode surface is coated with a thin
layer of an insulator such as Paralyene [4]. Both plates are
also coated with a thin film to provide a hydrophobic plat-
form that is necessary for smooth droplet actuation. The
gap between the top and bottom plates is usually filled with
silicon oil which acts as a filler medium, preventing droplet
evaporation and reducing surface contamination [8]. When
an electric field V is applied between the parallel plates of a
DMFB, the interfacial surface energies are modulated and
an electrical double layer is created, which in turn alters the
apparent contact angle uðV Þ of a conductive liquid droplet
that is in contact with the hydrophobic surface (Fig. 1b). The
change in the contact angle, in turn, influences the wetting
behavior of the droplet. This phenomenon is known as
electrowetting-on-dielectric, and it can be modeled using
the Lippmann-Young equation:

cos uðV Þ ¼ cos uð0Þ þ �0�rV
2

2dgLG

; (1)

where gLG is the liquid-gas interfacial tension, �0 is the per-
mittivity of vacuum, �r is the permittivity of the bottom
insulator, and d is its thickness [23].

UsingDMFBCAD tools, a high-level assay specification is
converted into an actuation sequence that runs the DMFB.
Fig. 2 highlights the overall CAD flow for DMFBs. First the
high-level assay specification is converted into a sequencing
graphG ¼ ðV;EÞ, where a node v 2 V corresponds to a fluid-
handling operation (e.g., dispensing, mixing, dilution, and
detection) and an edge e 2 E between two nodes ðv1; v2Þ
represents the dependency between them. Besides this
sequencing graph, the design specifications and the module
library of the DMFB are inputs to the CAD tools [9].
The design specification specifies the maximum size of the

Fig. 1. Schematic view of a DMFB: (a) A DMFB with a 2D array of elec-
trodes and (b) a side-view of the DMFB [24].

Fig. 2. CAD flow for automated design of a DMFB.
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microfluidic array and the upper limit on the assay comple-
tion time. The module library includes different microfluidic
functional modules, such as mixer, storage unit along with
their parameters, such as width, length, and operation dura-
tion. This module library is analogous to the standard/cus-
tom cell library used in cell-based VLSI design.

During architectural-level synthesis [10], resource bind-
ing and scheduling operations are performed. In resource
binding, the assay operations are mapped onto the available
functional resources. Once the resource binding is carried
out, one can determine the start time and the end time for
all the operations of the assay. Then the scheduler schedules
the operations according to the precedence constraints
imposed by the sequencing graph.

In physical-level synthesis, placement determines the
location of the microfluidic modules, such as integrated
optical detectors and reservoirs/dispensing ports, in a two-
dimensional microfluidic array [11]. The two-dimensional
array at the top-right in Fig. 2 shows the placed modules in
the array. Once the placement is carried out, the routing
algorithm determines the optimal routes of individual drop-
lets of the assay operation subject to the scheduling con-
straints. It also accounts for fluidic constraints, such as the
minimum distance between droplets, to prevent accidental
mixing of droplets. The output of the droplet routing step is
the actuation sequence, which stores the droplet movement
control information at each time step. The status of an indi-
vidual control signal in a given time step is “1” (actuated),
“0” (not actuated), or “X” (don’t-care) [25].

According to a recent announcement by Illumina, a mar-
ket leader company in DNA sequencing, an automated digi-
tal microfluidic platform has been transitioned to the
marketplace for next-generation sample preparation [26]. A
fully automated digital microfluidic platform consists of a
CPU that controls the DMFB (Fig. 3). The CPU runs a bio-
system software consisting of four modules: 1) CAD tool
that takes an input sequencing graph, performs the schedul-
ing, binding, module placement, routing and produces the
actuation sequence; 2) An analytic tool that takes the sensor
data, performs analysis and generates the final results of the
assay; 3) A barcode reader through which the sample and
the reagent details are fed to the system; 4) A database sys-
tem that stores the details of every individual test, such as
the source id and the test results.

Due to its recent introduction to the marketplace, the cur-
rent commercial production of digital microfluidic systems
follows a custom design flow. In this application-specific
flow, all stages of the design flow are performed in-house,
i.e., vertically integrated. However, due to the inherent
reconfigurability in DMFBs, it is anticipated that the current

use of these devices will shift from an application-specific
setting to a general-purpose approach [27], [28]. Therefore,
opportunities will be created for third party companies to
be involved in the design flow. Discussion about general-
purpose and custom DMFB design flows, and their poten-
tial vulnerabilities are introduced in the next section.

3 THREAT ASSESSMENT OF DMFBS

Advances in microfluidic technology offer tremendous ben-
efits for enzymatic analysis, DNA analysis, immunoassays,
toxicity monitoring, clinical diagnostics, point-of-care diag-
nosis of diseases. It has been also considered as a means to
counter bio-terrorism [29].

On the other hand, since standard CMOS is an attractive
technology option for DMFBs [30], they may be a target of
attacks demonstrated on CMOS ASICs [31] and FPGAs
[32]. However, unlike CMOS chips (ASIC or FPGA) used in
security applications, a DMFB does not process secret infor-
mation. Therefore, attacks related to stealing secret informa-
tion from CMOS chips used in security applications are not
relevant to DMFBs. Attacks such as stealing of hardware
intellectual property (IP), chip and IP reverse engineering
[33] and chip counterfeiting [34] are applicable to DMFBs.
Attacks on DMFBs are similar to those on CMOS chips used
in mission-critical applications, where the attacker takes
control of the application to either manipulate results or dis-
rupt the system [21]. In this paper, we assess the security of
DMFBs against two types attacks that are unique to DMFBs:
the manipulation attacks manipulate the results of a DMFB,
while the denial-of-service attacks disrupt the functioning
of the DMFB.

3.1 Motivations for Attacking DMFBs

There are multiple motivations for attacking a DMFB. An
attacker may want to jeopardize a patient’s health by
manipulating his/her clinical diagnosis results. An organi-
zation may hire an attacker to disrupt the products from a
competitor. A terrorist organization that has spread deadly
biological agents may bypass the detection methods by
attacking the error-recovery methods in DMFBs. A pollu-
tion control authority may have introduced DMFBs in the
field for real-time monitoring of toxins in the environment.
The detection capability of these DMFBs may be compro-
mised. An attacker may bypass the food quality control
check ability of DMFBs used for this purpose.

Another motivation for studying the security aspects of
DMFBs lies in the anticipated surge in interest in executing
experimental protocols and lab routines on remote robotic
systems. Considerable interest has been generated in recent
years in remote-access laboratories that can implement
robotics-based automated procedures for running biochem-
istry protocols [35], [36]. Since these protocols are down-
loaded on remote servers, cybersecurity remains a major
concern. Over the next few years, it is anticipated that these
robotic laboratories will be miniaturized to lab-on-chip
DMFBs. Therefore, security challenges for such lab automa-
tion systems are also relevant to emerging DMFBs.

3.2 Who is the Attacker?

The attacker could be a user of the DMFB or anyone associ-
ated with the design and manufacturing flow of a DMFB.

Fig. 3. A fully automated DMFB platform.
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For a remotely accessible lab automation system, the
attacker can be anybody with internet access who can com-
promise the service provider’s cybersecurity system. Let us
consider the following two DMFB design flows.

3.2.1 General-Purpose DMFB Design Flow

This is an FPGA-like design flow, where a general-purpose
DMFB is procured, i.e., it can run any bioassay [28]. The
sequencing graph of a bioassay is synthesized onto the
DMFB, i.e., the corresponding actuation sequence is gener-
ated. Fig. 4a shows the different participants in this design
flow. This design flow is also applicable when designing
cyberphysical DMFB systems where the synthesis step is
repeated and a new actuation sequence is generated based
on feedback from the sensors on the DMFB. In this design
flow, it is reasonable to assume that the biocoder—who con-
verts an assay protocol into a sequencing graph and pro-
vides it to the designer—the DMFB designer, the tester, and
the user are the same individual. Hence, one needs to con-
sider two adversaries namely, the biocoder/designer and
the CAD tool vendor.

3.2.2 Custom DMFB Design Flow

This is an ASIC-like design flow (Fig. 4b), where the bio-
coder who controls the DMFB platform (Fig. 3) sends the
biochemical protocol to the design house as a sequencing
graph. He gets the actuation sequence and the fabricated
application-specific DMFB from the design house and pro-
grams the DMFB with it. The DMFB platform runs the
assay on the DMFB according to the actuation sequence. In

this design flow, the CAD tool vendor, the biocoder, the
designer, the foundry, or the tester could be a potential
adversary.

3.3 Attacks on General-Purpose DMFBs

Let us assess the security implications of a general-purpose
DMFB when the attacker is one of the following two
individuals.

3.3.1 Malicious Biocoder/Designer

A malicious biocoder/designer can launch the strongest
attack as he can tamper with the assay or other system soft-
ware. The attack steps that a malicious designer can follow
are: 1) tamper with the assay operation by modifying the
assay or by altering the CAD steps; 2) generate the actuation
sequences for the golden assay and the malicious assay;
3) deploy the golden actuation sequence and opportunisti-
cally replace it with the malicious actuation sequence. Since
the designer is also the user of the DMFB, he can manually
substitute the golden actuation sequence with the malicious
actuation sequence. He can also do the same by using a
DMFB control software controlled trigger. Therefore, he can
launch manipulation and denial-of-service attacks.

3.3.2 Malicious CAD Tool Vendor

A compromised CAD tool can add malicious operations
into the assay. For example, it can add operations that cor-
rupt the assay outcome. This attack is similar to the always-
active hardware trojan attack [31]. The assay outcome will
always be wrong and can be easily detected by a user.

Fig. 4. Participants in (a) a general-purpose DMFB design flow, and (b) custom DMFB design flow.
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3.4 Attacks on Custom DMFBs

In a custom DMFB design flow, there are numerous parties
that could be malicious. Only a malicious biocoder can
incorporate different types of triggers with the actuation
sequence as he has access to the DMFB platform. Other par-
ties, even if malicious, can not incorporate different types of
triggers as they do not have access to the DMFB platform.
In the absence of triggers, malicious operations will be
always active during the assay execution and can be easily
detected by a user. Therefore, only the malicious biocoder
can launch stealthy attacks.

3.5 Result-Manipulation Attacks on DMFBs

In this section, we highlight result-manipulation attacks on
DMFBs wherein a malicious biocoder/designer manipula-
tes an assay outcome by maliciously altering different
parameters of the assay, such as sample concentration, incu-
bation time, and mixing time.

3.5.1 Compromising the Sample Preparation

In DMFBs, one of the major tasks is to prepare samples
and reagents of desired concentrations, which are then
mixed together to perform the assay operation. A typical
DMFB uses LED-photodiode sensors. In an assay, the
rate of reaction is proportional to the concentration of a
specific element in the sample. The rate of reaction is
equivalent to the rate of change of the optical absorbance
[5]. Hence, if the concentration of the sample is altered,
the optical absorbance measured by the photodiodes will
be different.

A malicious biocoder/designer can tamper with the
sequencing graph of the assay in order to manipulate the
assay outcome.We show two such attacks that alter the sam-
ple concentration by tamperingwith the sequencing graph.

Consider the case, where the required concentration
of the sample is 1

2m, where m is an integer. The required
concentration is achieved during the sample preparation
phase of the assay by performing a series ofmmix-and-split

(dilution) operations using the original sample and the
buffer.1 In each mix-and-split operation, the sample concen-
tration is reduced by half. Let us assume that the test result
will be considered to be positive only when the concentra-
tion of the sample is greater than or equal to CFhigh. In
another case, the test result will be negative when the sam-
ple concentration is less than CFlow.

Suppose, the malicious biocoder/designer wants to
manipulate the result to change it to positive. In this case,
he saves one of the discarded sample droplets, e.g., the
waste droplet of the i-th mix-and-split operation, such that

the concentration ( 1
2i
) of the discarded waste droplet is

greater than CFhigh. At the end of the sample preparation,
the saved intermediate waste droplet is replaced by the tar-
get droplet. The malicious biocoder/designer knows about
the assay operation corresponding to the sample prepara-
tion, and hence, he can simulate the sequencing graph of
the assay and figure out the value of i. On the other hand, to
produce a negative test outcome, the malicious biocoder/
designer can perform additional mix-and-split operations
on the target sample. Therefore, instead of the m-th mix-
and-split operation, the target droplet is generated at the
n-th mix-and-split operation (n > m), such that the final

concentration 1
2n is less than CFlow.

Fig. 5a shows the sequencing graph for sample prepara-
tion. The concentration of the sample droplet is diluted to
1
24

by performing four mix-and-split operations. In each

mix-and-split operation, the sample droplet is mixed with a
buffer droplet and then split into two droplets of half the
concentration. One of the two droplets (W) is discarded
and the other one (I) is used for the next mix-and-split
operation.

In this example, CFhigh ¼ 1
24

and CFlow ¼ 1
25
. The dotted

line in Fig. 5a shows how the target droplet can be replaced
by the waste droplet of the third mix-and-split operation,

enforcing positive test result ( 1
23

> CFhigh). On the other

hand, Fig. 5b introduces an additional mix-and-split opera-
tion (highlighted by the dotted rectangle) to further reduce

the concentration to 1
25
. Therefore, one can manipulate the

assay outcome by adding only a few edges or nodes in
the original sequencing graph.

The sample concentration can also be tampered with
during DMFB synthesis. A malicious designer can alter
the concentration either during the architectural-level or
during the physical-level synthesis. During the architec-
tural-level synthesis, the malicious designer can modify
the timing of scheduled operations. In the physical-level
synthesis, malicious modifications can be done in two dif-
ferent ways: 1) by changing the placement of mixing/dilu-
tion operations, such that the operations are assigned
to mixers with unsuitable sizes; and 2) by tampering with
the droplet routing to extend a droplet route, increasing
the rate of liquid evaporation in DMFBs [8]. Such tamper-
ing can manipulate the results when a general-purpose
DMFB is used. Malicious modification of results is not
possible in custom DMFB design flow, due to lack of trig-
ger mechanism.

Fig. 5. Malicious modification of the sequencing graph for sample prepa-
ration: (a) Replacing the final droplet with the waste droplet. (b) Inserting
additional mix-and-split cycle. B, W, and T are the buffer, the waste, and
the target droplets, respectively. The nodes I and D represent the dis-
pensing and the dilution operations, respectively.

1. A buffer solution, such as 1 M NaOH, is mixed with a sample
droplet in order to dilute the constituent sample.
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3.5.2 Compromising the Incubation Time and Mixing

Time

The incubation time and the mixing time of an assay have
a major impact on the sample preparation. Incubation is
widely used for cell culture, lysis, immunoassays, etc. For
example, immunoassays are based on reactions that per-
form antigen-antibody bindings. One can target a specific
antibody by designing a sample with the corresponding
antigen attached to magnetic beads [4]. Therefore, the sam-
ple droplet is mixed with one droplet containing magnetic
beads with primary capture antibodies and another droplet
containing reporter antibodies to report the binding
progress. This mix is then incubated for a specific duration
depending on the target percentage of antigen capture [4].
If the incubation time is not sufficient, the required per-
centage of binding may not be reached [4], [37]. Mixing
time also has a similar impact on sample preparation, i.e.,
an insufficient mixing time might lead to incorrect results.
A malicious biocoder can tamper with the incubation/
mixing time while providing the assay specifications to the
designer. He can develop a result-manipulation attack by
getting the golden and the malicious actuation sequences
from the designer, and then by opportunistically replacing
the golden actuation sequence with the malicious one. This
attack is applicable to general-purpose and custom DMFB
design flows.

Instead of directly changing the mixing time, a malicious
biocoder can change the mixer geometry during resource
binding. Mixing via a 4 � 2 two-dimensional array takes
less time than that via a 4 � 1 linear array. The malicious
biocoder can also manipulate the incubation/mixing time
by altering the timing of scheduled operations (architec-
tural-level synthesis) or by tampering with droplet routing
(physical-level synthesis).

3.6 Denial-of-Service Attack

The best choice for a malicious biocoder to launch a DoS
attack on a DMFB is by forcing/causing contamination.
During transportation, a sample/reagent droplet leaves
behind residues along its route. If another droplet follows
the same route or intersects with the route, it may be con-
taminated by this residue. A droplet can also be contami-
nated if it unexpectedly mixes with another droplet or
enters into an isolation region (IR). In order to isolate an
assay operation, an IR is wrapped around the functional
region of a microfluidic module (an IR is shown in
Fig. 6) [38]. Three examples of contamination are as follows:

1) The route of a sample is changed in such a way that
it either crosses the route of another sample or enters
into an IR. This is done either by changing the rout-
ing algorithm or by maliciously modifying the actu-
ation sequence (e.g., by deliberately flipping certain
bits of the actuation sequence). In Fig. 6a, the droplet
was originally programmed to move to cell (2, 4),
but due to a malicious route change, it moves to cell
(1, 3), which is inside an IR.

2) The routing algorithm can be maliciously modified
to violate microfluidic transportation rules. For
example, if the minimum spacing between adjacent
droplets is below a threshold, these droplets will
merge. Technology constraints in microfluidics man-
date that the distance between two droplets be more
than two cells. Fig. 6b shows an example, where the
spacing between the two droplets is only one cell.
Hence, the two droplets are likely to merge.

3) The length of the route that a droplet traverses can be
increased or decreased by altering the routing algo-
rithm. This way additional electrodes are contami-
nated with the residues of the droplet. So, when
another droplet passes through this electrode later, it
might be contaminated. Fig. 6c shows one such exam-
ple, where instead of directly transporting the droplet
to its destination cell (2,1), the droplet is transported
around the perimeter of the operation region.

These contamination attacks assume that the malicious
designer can opportunistically control the routing algo-
rithm, which is only possible if the general-purpose DMFB
design flow is used. In a custom DMFB design flow, a mali-
cious biocoder can launch such an attack as follows. He
sends the golden and the malicious assays to the design
house. Both assays are synthesized onto the same DMFB.
Once he receives the two actuation sequences and the cus-
tom DMFB, he can then opportunistically replace the golden
actuation sequence with the malicious one.

Any malicious designer or untrusted foundry can tamper
with on-chip sensors in several ways. The sensor results can
be altered by tampering with the signal conditioners and
the analog-to-digital converters. Even if the sensors report
accurate results, the controller that receives this signal can
be made to interpret them in a wrong way. Alternatively,
the sensors themselves may be tampered with so that they
report wrong results. However, physical tampering of sen-
sors is an irreversible DoS attack.

3.7 Relation to Prior Work on Hardware Trojans

Hardware trojans can be inserted into ASICs and FPGAs. This
is possible because the design flow is horizontal and distrib-
uted among different actors. Hardware trojans inserted into
ASICs and FPGAs can be classified along five different dimen-
sions: insertion phase, abstraction level, activation mecha-
nism, effects and location [31], as shown in Fig. 7. We will
explain the attacks on DMFBs described in this paper accord-
ing to this taxonomy [31]. The hardware trojan taxonomywas
proposed assuming a horizintally distributed design flow.

The result-manipulation attacks launched during the
general-purpose DMFB design flow can be classified as hard-
ware trojans inserted during the design phase and at the
system level. Further, these trojans are externally triggered by

Fig. 6. Illustration of contamination: (a) A droplet enters the isolation
region. (b) A droplet comes too close to another droplet. (c) The
route of the droplet is deliberately prolonged. Instead of directly
transporting the droplet to cell (2,1), it is transported by following a
circuitous route.
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a malicious biocoder/designer and the trigger mechanism is
manual. Finally, these trojans change functionality and is
inserted into the (DMFB) processor. The only difference for a
custom DMFB design flow is the insertion phase. Unlike the
general-purpose DMFB design flow, the trojan is inserted in
the specification phase when the malicious biocoder provides
the assay sequencing graph to the design house. The DoS
attacks on DMFBs are identical to the result-manipulation
attacks in four-of-the-five attributes. The only difference is
that the effect is one of denial-of-service.

Our attacks on DMFBs explored trojans inserted during
the specification phase and that are manually triggered.
As the vertically-integrated DMFB design flows evolve to a
horizontally-distributed design flow, additional trojan
attacks demonstrated on ASICs and FPGAs [31] become
relevant.

4 CASE STUDY: MANIPULATION ATTACKS ON

GLUCOSE TEST RESULTS

We use in-vitro measurement of glucose, which is a widely
used clinical-diagnosis method for diabetes mellitus (hyper-
glycemia), as a case study. According to data from the Centers
for Disease Prevention and Control (CDC), in 2011 alone, 22:9
million people in the US were diagnosed with diabetes [39].
A diabetic patient has to undergo regular glucose test for
proper monitoring. Based on the blood glucose level, the
amount of insulin to be injected into the patient is determined.

We demonstrate two attacks on the in-vitro measurement
of glucose in serum and show that a malicious biocoder/
designer can manipulate the assay outcome. We consider a
general-purpose DMFB design flow. The malicious bio-
coder/designer can generate either positive or negative test
results irrespective of the original glucose concentration in
the serum. An erroneous positive test result (high blood glu-
cose) could trigger a high dose of insulin injection into the
patient’s body, which may lead to a life threatening hypo-
glycemia. Similarly, an erroneous negative test result (low
blood glucose) may further worsen the hyperglycemia (the
patient remains untreated). In both cases, the patient’s life is
endangered. Moreover, the clinical laboratory under the
attack may be subjected to litigation and lawsuits due to
inaccurate test results.

4.1 In-Vitro Glucose Test

In-vitro glucose test is used to determine the concentration
of glucose in human physiological fluids, such as serum. An
obvious application of this economical test is the determina-
tion of the blood sugar level.2 The bench-top sequence for
this test, known as glucose assay, is realized on a DMFB as a
colorimetric assay, in which the color change is detected
using an absorbance measurement system consisting of a
light emitting diode and a photodiode [40].

This assay measures the glucose concentration level in a
blood sample by constructing the glucose calibration curve
(Fig. 8) via serial dilutions of the standard glucose solution.
The X-axis represents the different concentrations formed
by these dilutions (in mg/dL) and the Y-axis represents the
rate of reaction quantified by the change in absorbance
degree reported as AU/sec (absorbance unit per second).
This curve helps interpolate the concentration of the glucose
sample under test. As shown in Fig. 8, the reaction rate of
the sample is a point on the Y-axis and the corresponding
point on the X-axis is the sample concentration.

4.2 DMFB Attack Trigger Mechanism

Suppose the malicious biocoder/designer wants to manipu-
late test samples of a specific patient. In this case, the mali-
cious biocoder/designer can trigger it using the source id.
He can mark the targeted source ids in the database. The
trigger program is activated when the barcode scan matches

Fig. 7. A taxonomy of all possible hardware trojans along five different attributes has been proposed in [31]. The attacks on DMFBs describe
as yet unexplored classes of attacks within this taxonomy. These are malicious specifications introduced at the system level and triggered manually.

Fig. 8. Glucose calibration curve.

2. Normal/safe levels of blood glucose (measured in mg/dL)
depend on several factors, such as age, food activity, interference with
other diseases, etc.
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the target source id. Once activated, the malicious actuation
sequence is executed instead of the original one.

4.3 Attack Model

The malicious biocoder/designer can manipulate the assay
by tampering with the calibration curve shown in Fig. 8.
The calibration curve can be tampered with when the
DMFB is calibrated using standard glucose solutions. The
malicious biocoder/designer alters the concentrations for
one or more of the standard glucose dilutions and produces
a wrong calibration curve. He can also manipulate the assay
by changing the concentration of the sample itself. Note that
the LED-photodiode sensor in this assay is not designed to
identify malicious modifications. Its sole purpose is to
report the rate change in absorbance in the enzyme-kinetic
reaction [40].

As described in Section 4.1, known concentrations of
glucose solution are used to plot the calibration curve. On
this curve, the rate of reaction measured by a fluorescence
detector is plotted against the glucose concentration. After
drawing the curve, the rate of reaction for a glucose sam-
ple is used to determine the sample concentration. To
demonstrate the attacks, we consider the following three
scenarios:

1) Golden execution: No attack is carried out.
2) Attack 1: The concentration of the glucose sample is

modified via a malicious dilution operation.
3) Attack 2: The calibration curve is manipulated by

tampering with the concentrations of the glucose
solution during calibration.

4.3.1 Golden Execution

The sequencing graph shown in Fig. 9 describes the golden
execution for the glucose assay. The sequencing graph con-
sists of four independent reaction chains 1, 2, 3, and 4, mea-
suring the rate of reaction for a blank/buffer droplet (chain
1), glucose solution concentrations 800, 400, 200, 100, 50, 25
mg/dL (chain 2), glucose solution concentrations 300, 150,
75 mg/dL (chain 4), and the glucose sample (chain 3). The
calibration curve is generated using the reaction chains 1, 2,
and 4, while the reaction chain 3 is used to determine the
glucose concentration of the sample.

4.3.2 Attack 1

The malicious biocoder/designer tampers with the assay
result by changing the concentration of the glucose sample
as shown in Fig. 10. The thick dotted lines show the changes
in the sequencing graph compared to the golden sequencing
graph. The waste buffer droplet W1 generated from S3 is
mixed with the glucose sample droplet of I6 and then
diluted in Dl10. Since the concentration of the glucose sam-
ple is halved, the result of the assay execution will be
wrong. The user is unaware that a waste buffer droplet is
used for tampering with the sample concentration. Using
the golden calibration curve shown in Fig 11, the user will
interpret the result as follows. In the golden calibration
curve, the dots are the standard sample points correspond-
ing to glucose solution concentrations (75; 150; . . . ; 800 mg/
dL). The user will interpret the sample concentration as 110
mg/dL instead of the original concentration of 220 mg/dL.
Hence, the patient may not be treated with the medication
for high blood sugar, which could be life threatening.

If the patient or the medical practitioner wants to verify
the result then there are two possible options: either to repeat
the same test on the same DMFB, or to test it on a different
DMFB by a different lab. It is highly likely that the test, when
repeated by a different lab, will yield the correct result.

Fig. 9. Golden execution: B is the 1:4 mL buffer droplet, Sample is the
0:7mL glucose sample droplet, R is the 0:7 mL reagent droplet, GS is the
1:4 mL 800 mg/dL glucose solution droplet, and Wi is the waste droplet.
Di, Dli, Si, Mi, and Ii are the detection, dilution, splitting, mixing, and dis-
pensing operations, respectively.

Fig. 10. In Attack 1, the waste buffer droplet generated by the splitting
operation S3 is used to dilute the sample droplet in Dl10. The thick dotted
lines show the changes with respect to the golden sequencing graph.

Fig. 11. Malicious glucose concentrations: The thin dotted lines repre-
sent the modified glucose concentration measured on the golden curve.
The thick dotted lines represent the glucose concentration measured on
the malicious curve.
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4.3.3 Attack 2

The malicious biocoder/designer tampers with the golden
calibration curve to have the resulting reported concentra-
tion of the glucose sample different from (either higher or
lower than) the golden value. We will show how the
reported concentration of the glucose sample can be made
higher than the golden value. The attack is performed by
tampering with the sequencing graphs for reaction chains 2
and 4 to generate a malicious calibration curve. The two
waste buffer droplets generated fromD1 and S3 in the golden
sequencing graph are used for this purpose. The malicious
sequencing graph for such an attack is shown in Fig. 12.

The thick dotted lines show the changes with respect to
the golden sequencing graph. The waste buffer droplet
(after D1) in the reaction chain 1 is merged with the glucose
solution (the droplet generated from I2) in the reaction chain
2, thus diluting the entire reaction chain 2. The glucose solu-
tion concentrations in the reaction chain 2 are reduced to
(400, 200, 100, 50, 25, 12:5 mg/dL) half of their golden val-
ues. Similar effect can also be seen in the reaction chain 4,
where the waste buffer droplet generated from S3 is mixed
with the glucose solution droplet generated from I7. The
dotted curve in Fig. 11 shows the malicious calibration
curve generated by Attack 2.

The DMFB user is unaware that the calibration curve is
malicious. The user will interpret the result using the mali-
cious calibration curve (the dotted curve in Fig. 11). The
result will show a higher concentration of glucose com-
pared to the golden result. As the figure shows, the original
concentration is 220 mg/dL when the golden calibration
curve is used. Following Attack 2, the measured concentra-
tion is 440 mg/dL since the malicious calibration curve is
used. Hence, the patient will be falsely alarmed and may
receive a high dose of insulin, if this is the only test that he
relies on.

A practical step-by-step scenario for the attack described
above is as follows.

� Step 1: The patient visits the pathology department
and his blood sample is collected, labelled with the
patient’s barcode, and forwarded to the diagnosis lab.

� Step 2: In the lab, the pathologist scans the sample
using the barcode reader (connected to the target
system) and then selects the in-vitro diagnostic test
(actuation sequence) in the system.

� Step 3: The trigger program is activated upon the
scan of the barcode and alerted that the sample
belongs to the target patient. The trigger program
then selects the Attack 2 actuation sequence instead
of the original actuation sequence.

� Step 4: When the malicious actuation sequence is exe-
cuted, a high glucose concentration in the sample
will be detected by the assay operation.

� Step 5: The patient will be falsely treated with high
dose of insulin.

4.4 Experimental Results

The golden, Attack 1, and Attack 2 sequencing graphs are
executed using an open-source DMFB tool [28] on a 17 � 31
electrode-array DMFB with 7 input reservoirs.3 A 100 Hz
clock was considered for actuating the electrodes. The
DMFB design times for the golden, Attack 1, and Attack 2
assays are 35, 39, and 62 milliseconds, respectively, while
the assay execution times are 8:5, 9:26, and 10:46 seconds,
respectively. Attack 1 is difficult to detect, since the differ-
ence in the DMFB synthesis time (35 ms versus 39 ms) and
assay execution time (8:5 s versus 9:26 s) are negligible. This
is because the attack alters the glucose sample using one
additional dilution operation. Attack 2 impacts a large por-
tion of the glucose assay, since it alters the concentrations of
the glucose solution. The difference between the golden
assay execution time and Attack 2 assay execution time is
1.9 seconds (8:5 s versus 10:46 s). The difference in the
DMFB synthesis time is only 23 ms (39 ms versus 62 ms). It
is unlikely that the user can notice such a small change in
the DMFB assay execution times.

5 CASE STUDY: ATTACK IN PRESENCE

OF ERROR-RECOVERY MECHANISM

In cyberphysical DMFBs, error-recovery is added to the
DMFB control software [15], [41]. There are two basic
approaches to detect runtime operational errors related to
droplet mobility, size, or sample concentration, and to facili-
tate the appropriate rollback to ensure reliable execution.
The first approach is based on integrated optical detectors
and the second approach is based on the use of a charge-
coupled device (CCD) camera.

5.1 Optical Detector Based Error-Recovery

This technique is based on introducing intermediate check-
points into the assay sequencing graph. Fig. 13a shows two
checkpoints inserted into the original assay sequencing
graph in Fig. 5a. At a checkpoint Ci, the droplet is trans-
ported to an on-chip optical detector. After each detection,
the control software compares the intermediate result with
the pre-determined value. If the comparison fails, then the
corresponding operation in the assay is re-executed. For
example, if checkpoint C1 reports a failure, the dilution
operation D1 is repeated.

5.2 CCD Camera based Error-Recovery

This technique uses a CCD camera to monitor if the droplets
are at the correct locations on the DMFB at selected

Fig. 12. In Attack 2, the discarded buffer droplets of D1 and S3 are mixed
with the droplets of I2 and l7, respectively, diluting the reaction chains 2
and 4, respectively.

3. We used list scheduler, left-edge placer, and maze router for the
DMFB design.
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instances [15]. Fig. 13b shows the components of a CCD-
based microfluidic platform. Error-recovery software in the
platform monitors the intermediate fluidic operations of the
DMFB. The CCD camera captures the images of fluidic
operations and sends it to the error-recovery software. The
software locates droplets in the DMFB from these captured
images. In order to locate a droplet in the image, a template
image of the droplet is moved to a possible position in the
captured image and the corresponding part of the image is
cropped. The cropped image is then correlated with the
template image. The correlation index is then compared
with a predetermined threshold to determine if the droplet
is at specific sites at specific time instances as expected. For
example, suppose as per the assay operation, at time
instance t, a drop d is expected at the microfluidic electrode
ci;j, where i and j represent the index of the electrode in the
two-dimensional array of microfluidic electrodes. At run
time, to validate whether d was present at ci;j at t, an image
of the array is captured and the corresponding template
image of the droplet is searched in the image at ci;j. If a
match is found, then the droplet operation at time t is con-
sidered to be error-free; otherwise, the droplet route is con-
sidered faulty.

5.3 Attacks on a Cyberphysical DMFB System

From a biocoder’s perspective, the outlined error-recovery
techniques might expose the malicious modifications in the
assay. In order to make the attack stealthy, the biocoder not
only needs to manipulate the sample as shown in Attack 1
and 2 in Section 4.3, but also needs to bypass the error-
recovery techniques. However, from a designer’s perspec-
tive, the outlined error-recovery techniques are relatively
easy to bypass.

5.3.1 Attacks on a General-Purpose Cyberphysical

DMFB

The malicious designer needs to bypass the checkpoints and
he can do so by removing them from the malicious sequenc-
ing graph. The checkpoints are meant for the control soft-
ware and not for the users. When a fault-free DMFB is used,
the removal of checkpoints will not impact the assay

outcome. However, if a faulty DMFB is used and the user
knows the expected assay outcome a priori, only then he
will infer that the DMFB is faulty and the deployed error-
recovery technique will fail to detect the fault. It should be
noted that the attack does not permanently bypass the
error-recovery mechanism. Rather, it is bypassed only for
the specific samples from the targeted individual as men-
tioned in the five steps of the last paragraph of Section 4.3.3.
We highlight that this is a novel attack within the taxonomy
shown in Fig. 7 and it has not been reported or explored in
the context of ICs. Therefore, the user will not have prior
knowledge of the attack.

Alternately, the malicious designer can tamper with the
thresholds for intermediate results so that the error-recov-
ery software does not report an error. This latter approach
can bypass both error-recovery techniques.

5.3.2 Attacks on a Custom Cyberphysical DMFB

In this design flow, the malicious biocoder provides a mali-
cious sequencing graph to the design house. The design
house incorporates checkpoints into the malicious sequenc-
ing graph by following their standard design process for
the cyberphysical DMFB with error recovery [15], [41].
Therefore, the malicious biocoder will receive an actuation
sequence with support for error recovery for the malicious
assay. Now, although the malicious biocoder can replace
the golden actuation sequence with the malicious actuation
sequence. the checkpoints remain in the malicious assay
and the error-recovery component remains in the control
software. Therefore, while executing the malicious assay,
the error-recovery software will compare the intermediate
results generated at the checkpoints with the golden values.
Since the intermediate results for the malicious assay will
be different from those for the golden assay, an error is gen-
erated, triggering re-synthesis of the golden assay. This in
turn overwrites the malicious actuation sequence with the
golden actuation sequence. Thus the attack will fail.

5.4 Attacks on the Control Software

Error-recovery techniques in a cyberphysical DMFB pose
new challenges to an attacker (malicious biocoder/
designer), specially in a custom DMFB design flow. The
only option for the malicious biocoder is to tamper with the
error-recovery software. In this case the attack will be the
same for both design flows. A malicious biocoder can
tamper with the error-recovery portion of the control soft-
ware to bypass the error-recovery mechanism. This requires
reverse engineering the control software binary [42], [43].

6 CASE STUDY: DENIAL-OF-SERVICE ATTACKS

ON IN-VITRO GLUCOSE TEST

In this section, we demonstrate DoS attack case studies on a
DMFB executing multiplexed in-vitro diagnostics of human
physiological fluids [12]. For the assay, we use two types of
human physiological fluids: serum and plasma. Three mea-
surement operations, namely, glucose, lactate and pyruvate,
are performed on each fluid. Fig. 14 shows the sequencing
graph of the assay, where three droplets of plasma I1, I2, and
I3 are mixed with the three reagent droplets R1, R2, and R3,
respectively. Similarly, three droplets of serum are mixed

Fig. 13. Runtime operational error-recovery techniques: (a) Two check-
points C1 and C2 are inserted into the sequencing graph to detect the
intermediate products. (b) A CCD camera monitors droplets along their
transportation route.
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with the corresponding droplets of the reagents. After each
mixing operation, the corresponding glucose, lactate, or pyru-
vatemeasurement is done using an on-chip optical detector.

Suppose, a malicious designer has access to the CAD tool
binary (in a general-purpose DMFB design flow). He can
reverse engineer the binary as described in Section 5.4. The
aim of the malicious designer is to corrupt the assay. This
can be done by corrupting only a few droplets of the assay.
We show two DoS attacks; in one the malicious designer vio-
lates the minimum spacing between two droplets and in the
other, the droplet route is modified to intentionally merge
with another droplet in a mixer. We simulated these attack
scenarios using an open-source DMFB synthesis tool [28].
We usedmaze droplet router to demonstrate theDoS attacks.

6.1 Violating the Minimum Spacing Between
Droplets

This can be done by targeting a specific droplet pair and
then violating the minimum spacing condition for this tar-
get pair of droplets. In the attack, a plasma droplet is forced
to merge with a glucose droplet. Fig. 15a shows two reagent
droplets, a glucose droplet 1 and a lactate droplet 4 being
dispensed. Droplets 1 and 4 are routed to mixers M3 and
M1, respectively. In the next cycle (Fig. 15b), a plasma drop-
let 3 is dispensed and routed towards droplet 4 at mixer M1.
However, in the third clock cycle (Fig. 15c), droplet 3 comes
next to droplet 1 and they merge in the next cycle.

6.2 Malicious Modification of the Droplet Route

In this attack scenario, the route of a droplet is intentionally
modified in such a way that the droplet moves to the isola-
tion region and merges with a droplet in the mixer. Fig. 16a
shows that droplet 3 and droplet 1 are waiting to merge with
droplet 8 and droplet 7, respectively. However, in the next
cycle (Fig. 16b), droplet 6 is dispensed andmove towards the
mixer M5, while droplet 7 is in its normal route towards
mixer M3. The route of droplet 6 is intentionally modified
to move it towards droplet 3 (Fig. 16c). In the fourth cycle, it
merges with droplet 3 (Fig. 16d). This attack can be launched
by a malicious biocoder by tampering with the actuation
sequence of the assay. In this case, the malicious biocoder
only needs to flip certain bits of the golden actuation
sequence to create amalicious actuation sequence.

Fig. 15. Droplet routing: (a) Droplets 1 and 4 are dispensed. (b) Droplet 3 is dispensed while droplet 4 is waiting in M1 to be merged with droplet 3.
Droplet 1 is on its way to mixer M3. (c) Droplet 3 is next to droplet 1. (d) Droplets 1 and 3 merge.

Fig. 16. Droplet routing: (a) Droplets 1 and 3 are waiting to be merged with droplet 7 and droplet 8, respectively. (b) Droplet 6 is dispensed to move
towards M5. (c) Droplet 6 comes next to droplet 3. (d) Droplets 6 and 3 merge.

Fig. 14. In-vitro measurement of glucose, lactate, and pyruvate in human
physiological fluids serum (S1) and plasma (S2) samples. R1, R2, and R3

are the glucose, lactate, and pyruvate reagents, respectively.
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7 CONCLUSIONS

We have reported the first ever assessment of the security of
current and emerging DMFBs. We have described multiple
attacks that can have a catastrophic effect on the integrity of
the DMFB assay outcomes. For example, we have demon-
strated attacks on a state-of-the-art DMFB-based, in-vitro
glucose measurement system that manipulates the assay
outcomes. We have demonstrated attacks that change the
DMFB design steps or maliciously alter the actuation
sequence. These attacks are practically feasible and stealthy.
The attacks require small and easy to implement changes to
the sequencing graph and or the actuation sequence.

One can easily obviate these attacks by controlling access
to the DMFB system [44]. For example, consider three users
of the DMFB system: 1) the administrator, whomaintains the
security and the integrity of the system, 2) the designer, and
3) the user of the DMFB such as a pathologist. If we assume
that the administrator is trusted, then Table 1 summarizes
the access control policies that need to be enforced for the
system. Only the administrator has the right to modify or
update the system (e.g., the system software). The designer
can synthesize a design and execute assays, whereas a
pathologist can only execute assays. Although similar access
control policies can be developed, they are difficult to enforce
and are susceptible to insider attacks.

The proposed security assessment has direct applications
to not only the automation of point-of-care (e.g., Lab-on-a-
Chip), but also environmental monitoring (e.g., the deploy-
ment of Internet-of-Things for environmental monitoring),
and 3D bio-print.

An important next step in our research is to develop
hardware- and cyberphysical-enabled defenses against
attacks on basic and cyberphysical DMFBs.
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